
automated digital image forensics

Image analysis: 5af3897622be5bb259354c38518b0141



Dashboard

Type Result

Static analysis Static data

EXIF metadata extraction EXIF Metadata

IPTC metadata extraction No IPTC metadata

XMP metadata extraction No XMP metadata

Preview extraction from metadata Preview found

Localization No GPS data

Error Level Analysis (ELA) Applicable

Signature check Signature matches

Static Data

Type Value

Filename DSCF0096.JPG

Size 1.2 MB

Dimensions [2592, 1944]

Analyzed at May 19, 2020, 6:51 p.m.

Static Data - FileType

Type

JPEG image data, Exif standard: [TIFF image data, little-endian, direntries=12, manufacturer=FUJIFILM, model=FinePix S1000fd , orientation=upper-left, xresolution=188, yresolution=196, resolutionunit=2, software=Digital Camera FinePix S1000fd Ver1.03 , datetime=2014:10:25 02:32:47, copyright= ], baseline, precision 8, 2592x1944,
frames 3

Static Data - Hashes

File Hash

Type Value

SHA1 db7193f19bf305f161cc1ac147d73f6cc7aef624

SHA224 c951369a351994f6d9b70214d90a1d7f0437c34080adc2a9c198631f

SHA384 5f57a2a66a0463e19407f004d273c8f847cdbb6b089f832052439f404d76a4248cfb1526a32f7da64411b31bbd9e6749

CRC32 37c61234

SHA256 76ccb3fb778fe45227cdcb6b6963ca5594d4cf54128dd9fdd819c1146184ae75

SHA512 02bcf7c1b2354f943c61899c528370b314d49a92efa79f01b1d37b7359946faeaba3d251d4a0f4dd91e4ef62e35b94416d12b496d436b1484943475004ee3c58

MD5 5af3897622be5bb259354c38518b0141

Image Hash

Type Value

Difference hashing 25cfcdad3d6efcf3

Average hashing 0101050d1f073fff

Perception hashing aa6aed3cd81087d3

EXIF metadata extraction

Segment Key: Value

MAKERNOTE
ByteOrder: II
Offset: 850

PHOTO

LightSource: 0
ColorSpace: 1
ExposureMode: 0
Flash: 25
FlashpixVersion: 48 49 48 48
SceneCaptureType: 0
BrightnessValue: 500/100
MeteringMode: 5
ExifVersion: 48 50 50 48
ExposureBiasValue: 0/100
MakerNote: 70 85 74 73 70 73 76 77 12 0 0 0 32 0 0 0 7 0 4 0 0 0 48 49 51 48 16 0 2 0 31 0 0 0 10 2 0 0 0 16 2 0 8 0 0 0 42 2 0 0 1 16 3 0 1 0 0 0 3 0 0 0 2 16 3 0 1 0 0 0 0 0 0 0 3 16 3 0 1 0 0 0 0 0 0 0 16 16 3 0 1 0 0 0 0 0 0 0 17 16 10 0 1 0 0 0 50 2 0 0 32 16 3 0 1 0 0 0 0 0 0 0 33 16 3 0 1 0 0 0 0 0 0 0 34 16 3 0 1
0 0 0 1 0 0 0 35 16 3 0 2 0 0 0 16 5 195 3 48 16 3 0 1 0 0 0 0 0 0 0 49 16 3 0 1 0 0 0 0 0 0 0 50 16 3 0 1 0 0 0 1 0 0 0 0 17 3 0 1 0 0 0 0 0 0 0 1 17 3 0 1 0 0 0 0 0 0 0 0 18 3 0 1 0 0 0 0 0 0 0 16 18 3 0 1 0 0 0 0 0 0 0 0 19 3 0 1 0 0 0 0 0 0 0 1 19 3 0 1 0 0 0 0 0 0 0 2 19 3 0 1 0 0 0 1 0 0 0 8 20 7 0 4 0 0 0 83 49 48 48 9
20 7 0 4 0 0 0 83 49 48 48 10 20 3 0 1 0 0 0 3 0 0 0 4 64 1 0 1 0 0 0 0 0 0 0 5 64 3 0 4 0 0 0 58 2 0 0 7 64 1 0 1 0 0 0 0 0 0 0 8 64 3 0 1 0 0 0 0 0 0 0 11 64 3 0 1 0 0 0 0 0 0 0 0 65 3 0 1 0 0 0 0 0 0 0 0 66 3 0 1 0 0 0 0 0 0 0 0 0 0 0 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255
255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255
255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 0 0 0 0 52 67 51 49 51 51 51 48 50 48 50 48 48 56 48 56 49 50 65 68 66 53 56 85 65 52 52 55 54 51 0 0 78 79 82 77 65 76 32 0 0 0 0 0 3 0 0 0 192 3 208 2 64 6 160 4 255 255 255 255 255 255 255 255 255 255
255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255
255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255
255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255
255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255
ExposureProgram: 2
ShutterSpeedValue: 549/100
PixelXDimension: 2592
FocalLength: 59/10
DateTimeDigitized: 2014:10:25 02:32:47
DateTimeOriginal: 2014:10:25 02:32:47
SceneType: 1
FocalPlaneYResolution: 4355/1
SubjectDistanceRange: 0
WhiteBalance: 0
CompressedBitsPerPixel: 20/10
SensingMethod: 2
FNumber: 280/100
CustomRendered: 0
ApertureValue: 297/100
PixelYDimension: 1944
ComponentsConfiguration: 1 2 3 0
FocalPlaneXResolution: 4355/1
FileSource: 3
ISOSpeedRatings: 400
ExposureTime: 10/450
FocalPlaneResolutionUnit: 3
MaxApertureValue: 297/100
Sharpness: 0
InteroperabilityTag: 1732

IMAGE

YResolution: 72/1
ResolutionUnit: 2
Orientation: 1
Copyright:



Segment Key: Value

Make: FUJIFILM
PrintImageMatching: 80 114 105 110 116 73 77 0 48 50 53 48 0 0 2 0 2 0 1 0 0 0 1 1 0 0 0 0
DateTime: 2014:10:25 02:32:47
ExifTag: 300
YCbCrPositioning: 2
XResolution: 72/1
Model: FinePix S1000fd
Software: Digital Camera FinePix S1000fd Ver1.03

FUJIFILM

0x1200: 0
0x1023: 1296 963
SerialNumber: 4C3133302020080812ADB58UA44763
0x140a: 3
FlashMode: 0
Version: 48 49 51 48
0x4007: 0
0x4004: 0
0x4005: 960 720 1600 1184
PictureMode: 0
0x4008: 0
0x4100: 0
0x1032: 1
SequenceNumber: 0
ExposureWarning: 1
Continuous: 0
FocusWarning: 0
FlashStrength: 0/3
0x1408: 83 49 48 48
WhiteBalance: 0
0x400b: 0
0x1409: 83 49 48 48
Macro: 0
FinePixColor: 0
0x4200: 0
SlowSync: 0
Color: 0
Sharpness: 3
0x1022: 1
FocusMode: 0
BlurWarning: 0
Quality: NORMAL

IOP
InteroperabilityIndex: R98
InteroperabilityVersion: 48 49 48 48

THUMBNAIL

YResolution: 72/1
ResolutionUnit: 2
Compression: 6
YCbCrPositioning: 2
XResolution: 72/1
JPEGInterchangeFormatLength: 6148
JPEGInterchangeFormat: 1880
Orientation: 1

Preview extraction from metadata

Size: 6.0 KB

Mime type: image/jpeg

Extension: .jpg

Dimension: [160L, 120L]

Error Level Analysis (ELA)



Signature check

Exif Image Software detected

Category: Editing information

Description: This tag records the name and version of the software or firmware of the camera or image input device used to generate the image. The detailed format is not specified, but it is recommended that the example shown below be followed. When the field is left blank, it is treated as unknown.

Additional data: EXIF Image Software: Digital Camera FinePix S1000fd Ver1.03

Exif Image Model available

Category: Hardware information

Description: The model name or model number of the equipment. This is the model name or number of the DSC, scanner, video digitizer or other equipment that generated the image. When the field is left blank, it is treated as unknown.

Additional data: EXIF Image Model: FinePix S1000fd

Exif Photo DateTimeDigitized available

Category: Time information

Description: The date and time when the image was stored as digital data.

Additional data: EXIF Photo DateTimeDigitized: 2014:10:25 02:32:47

Exif Image DateTime available

Category: Time information

Description: Photo date and time is available in metadata

Additional data: EXIF Image DateTime: 2014:10:25 02:32:47

Exif Image Make available

Category: Hardware information

Description: The manufacturer of the recording equipment. This is the manufacturer of the DSC, scanner, video digitizer or other equipment that generated the image. When the field is left blank, it is treated as unknown.

Additional data: EXIF Image Make: FUJIFILM

Exif preview available

Category: Editing information

Description: A thumbnail in exif metadata is available

Exif Image Copyright available

Category: Personal information



Description:

Copyright information. In this standard the tag is used to indicate both the photographer and editor copyrights. It is the copyright notice of the person or organization claiming rights to the image. The Interoperability copyright statement including date and rights should be written in this field; e.g., "Copyright, John Smith,
19xx. All rights reserved.". In this standard the field records both the photographer and editor copyrights, with each recorded in a separate part of the statement. When there is a clear distinction between the photographer and editor copyrights, these are to be written in the order of photographer followed by editor
copyright, separated by NULL (in this case since the statement also ends with a NULL, there are two NULL codes). When only the photographer copyright is given, it is terminated by one NULL code . When only the editor copyright is given, the photographer copyright part consists of one space followed by a
terminating NULL code, then the editor copyright is given. When the field is left blank, it is treated as unknown.

Additional data: Exif Image Copyright:

Exif Fujifilm SerialNumber available

Category: Hardware information

Description: This number is unique, and contains the date of manufacture, but is not the same as the number printed on the camera body.

Additional data: Exif Fujifilm SerialNumber: 4C3133302020080812ADB58UA44763


